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Research and Application of Fishing Website Monitoring Based on

Large Data Analysis
ZHOU Xiao—song
(Wuhan Polytechnic, Wuhan430074,China)

Abstract : Fishing sites usually refer to those which disguised as banks and e—commerce sites. The main harm is

to steal the user’s bank account number, password and other private information. In the mobile Internet era, the pseu-

do-base stations are popular, group customer management is extensive, real —time APP application is flooded, which

provide a breeding ground for phishing sites. According to the status quo of fishing websites, this paper analyzed the

characteristics of fishing websites and pointed out the path of transmission. Then put forward the solution to active mon-

itoring of fishing websites based on large data analysis and fishing website blocking based on IP addresses.

Key words: fishing site; user privacy; instant messaging software; pseudo base station; DNS
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