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Research of the Security of Face Recognition System based on
Convolutional Neural Network

CHEN Kenggiang', MO Yaohua®
(1. Network and Training Center, Shanwei Polytechnic, Shanwei, Guangdong, 516600, China; 2. School of
Computer Science and Network Engineering, Guangzhou University, Guangzhou, Guangdong, 510006, China)

Abstract: In response to the problem of adversarial samples in traditional neural networks, using face
recognition as an example,the potential security risks of face recognition techniquesbased on traditional neural
networksis discussed as well as methods to generate and provide defense against adversarial samples in masks.
The main research of this paper is as follows: first, the proposed approach to solve the security problem of
face recognition technology generates images with fuzzy and unbiased masks, and the face recognition model
misidentifies the face with fuzzy mask as the target person. The experimental results show that the adversarial
sample mimics the situation of the concealed person wearing a mask to some extent, with a success rate of
90.43%. Second, the DeFense—EC protection method is proposedto mask the false patterns and use image
reconstruction techniques to recover the false patterns and suppress the noise. Tests on different datasets confirm
the high image quality of the DeFense—EC reconstruction with a reliability of 92.32%. This paper discusses the
problem of unfavorable selection in traditional neural network—based face recognition methods and investigates
the risk of unfavorable mask selection and the effectiveness of the DeFense—EC protection method. The increasing
popularity of convolutional networks has made the problem of adverse selection an important area of research, and
a thorough investigation of adverse selection will facilitate the development and use of convolutional networks.

Key words: convolutional neural networks; adversarial samples; face recognition; maskattack; image

restoration
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